Dokumentasi Tugas Praktek Demonstrasi

Nama : Faskal Saiful Islam
Kelas : PSJ(Pengelola Sistem dan Jaringan)

A. Rancangan Topologi Jaringan

"

Komputer Smartphcne

Laptop

1. Pertama saya meberikan identitas pada Router Mikrotik

System - identity - isi Nama

L CAPsMAN

Router0S v6.49.7 (stable) Quick Set WebFig Terminal || 2] || B |

4 Wireless
WM Interfaces Identity
== PPP I
7% Bridge | Aeply |

3 Switch

*la Mesh Identity Wifi Routerboard-Faskal

&l 1p
MPLS

J* Routing
System

-« | v | ¥|¥

Auto Upgrade

Certificates

Clock

Consaole

Disks

History

Identity
LEDs

License




2. Berikutnya Mengaktifkan interface Wlan1, dengan cara

Interfaces - interface - Wlan1 - Tekan D.

== CAPSMAN Router0S v6.49.7 (stable) | Quick Set [ WebFig l Terminal ” = || B |
4+ Wireless
e — Interface H Interface List | Ethemet | EofP Tunnel | IP Tunnel | GRETunnel | VLAN | Interface List
3. PPP VRRP | Bonding |
2% Bridge LTE
£ Switch
°I% Mesh | Add New ¥ || Detect Internet
&3l 1P -
MPLS > 9 items
J'" Routing >
System - 4 Name Type Actual MTU L2 MTU Tx Rx
B Queues -lp] R ¢ VLAN 1 - SISW VLAN 1500 1594 0 bps 0 bps
4 Dot1X b r # VLAN 2 - GURU VLAN 1500 1594 0 bps 0 bps
I Files D] R # etherl Ethernet 1500 1598 6.1 kbps 8.4 kbps
Log | R 4 ether2 Ethernet 1500 1598 91.8 kbps 14.6 kbps
&7 RADIUS D # ether3 Ethernet 1500 1598 0 bps 0 bps
»# Tools » | o] # etherd Ethernet 1500 1538 0 bps 0 bps
&= MetaROUTER D 4# ethers Ethernet 1500 1538 0 bps 0 bps
#3 Partition D # wian1 Wireless (Atheros ARS 1500 1600 0 bps 0 bps
b1 Make Supout.rif £| M wian2 Wireless (Atheros AR9 1500 500 ] ]
M R H wlani Wireless (Atheros ARS 1500 1600 0 bps 0 bps

3. Membuat Interface VLAN 1 - Siswa dan VLAN 2 - Guru.

Interface - VLAN - add VLAN

e VLAN 1
- VLANID: 10
- Name : Siswa
e VLAN?Z2
- VLANID: 20
- Name : Guru

2 items

4 Name Type MTU Actual MTU LZ MTU Tx

[c]b] R § VLAN 1 - SISW VLAN 1500 1500 1594 0 bps
]bp] r @ VLAN 2 - GURL VLAN 1500 1500 1594 0 bps



Type

MTU

Actual MTU

L2 MTU

MAC Address

ARP

ARP Timeout

VLAN ID

Interface

\VLAN 1 - SISWA |

WILAN

1500

1500

1594

CC:2D:ED:D9:F1:

BE

‘ enabled

v]

Type

MTU

Actual MTU

L2 MTU

MAC Address

ARP

ARP Timeout

VLAN ID

Interface

\VLAN 2 - GURU |

VLAN

1500 |

1500

1594

CC:2D:ED0:D9:F1:BE

‘ enabled V‘

4. Kemudian Saya akan meminta DHCP Client agar mendapatkan internet
dari ISP. Untuk mendapatkan internet menggunakan port 1

IP - DHCP Client - Add (+)

=2 Bridge

Interface : ether1

APPLY

- Switch

Mesh

E25] 1P

ARP

W |Add New|

Accounting

Addresses

1 item

Cloud

" DHCP Client

DHCP Relay

DHCP Server

NS

10|

i Interface

etherl

DHCP Client ” DHCP Client Options

DHCP Client

Use Add Expi

Peer Defa... IP Address ﬂllftp res
DNS  Route er

yes yes 192.168.4.44/: 2d 23:00:36



5. Konfigurasi Firewall NAT Dengan Action MASQUERADE

IP - Firewall - NAT - Add(+)

=5 1p

ARP

Accounting

Addresses

Cloud

" DHCP Client

DHCP Relay

DHCP Server

DNS

Firewall

1| Filter Rules | NAT || Mangle || Raw || Ser

| Add New || Reset All Counters |

IP - Firewall - NAT - Add - General

- Chain : Srcnat
Out Interface : Ether1
Actions : Masquerade

Chain

Address ¥

srcnat

Action

In. Interface %

Out. Interface & D[E’[heﬂ

[ masgquerade

O



6. Berikutnya MengKonfigurasi IP Address pada masing-masing Interface.
IP - Addresses - Add (+)
WLAN 1

- 1P :192.168.20.1/24
- Interface : ether1

Enabled

Address 1192.168.20.1/24 |

Network 4 |192.168.20.0 |

Interface | wilani \"'|

Comment |

VLAN 1 - SISWA

- Address :192.168.40.1/24
- interface : VLAN 1 - SISWA

Enabled

Address 1192.168.40.1/24 |

Network 4 |192.168.40.0 |

Interface | VLAN 1 - SISWA v |

Comment |

VLAN 2 - GURU

- Address : 192.168.60.1/24
- Interface : VLAN 2 - GURU



Enabled

Address 1192.168.60.1/24 |

Network & |192.168.60.0 |

Intesface | VLAN 2 - GURU v |
Comment |
i Address Network Interface
- o v 192.168.4.44/24 | 192.168.4.0 etherl
- | D] + 192.168.20.1/24 | 192.168.20.0  wlanl
- | D] + 192.168.40.1/24 | 192.168.40.0 VLAN 1 - SISWA
-| D] v 192.168.60.1/24 | 192.168.60.0 WVLAN 2 - GURL

7. Melakukan Konfigurasi pada Wlan1, Membuat WIFI.

Wireless - WIFI interfaces - Klik Wlan1
Pindah ke Wireless -mode : Ap bridge - SSID : UKK- Faskal

Wireless
Mode | ap bridge g
Band | 2GHz-BIGIN |
Channel Width | 20MHz hd |
Frequency |241 2 w |I'~"IHz

SSID & UKK - Faskal |

Security Profile default

Selanjutnya Memeriksa WIfi Yg sudah di buat, di Laptop, komputer atu HP.

~—= Wi-Fi Networks
™

UKK - Faskal




8. Selanjutnya Membuat DHCP Server.
IP - DHCP Server - DHCP Setup - Kemudian Next-next aja ya

VLAN 1 - SISWA

= Ip v

ARP

:‘ | Add New || DHCP Config || DHCP Setup |

Accounting

Addresses

DHCPF Server Interface | VLAN 1 - SISWA v
Cloud

DHCP Client

DHCP Relay
DHCP Server
DNS

DHCP Address Space 1192.168.40.0/24

Gateway for DHCP Network 192.1668.40.1

Addresses to Give Out ™ |[192.165.40.2-192.168.40|

~ [192.168.100.1 |- Lease Time 09:10:00
DNS Servers
v 8.8.8.8 | -
VLAN 2 - GURU
255
<+ IP M | Add Mew || DHCP Config || DHCP Setup |
ARP
Accounting e
Addresses DHCP Server Interface [vian 2 -GURU v|
Cloud
DHCP Client ——
DHCP Relay DHCP Address Space 1192.168.60.0/24 |
‘F DHCP Server -
DNS
Gateway for DHCP Network 1192.168.60.1 |
I et g e s

Addresses to Give Out ¥ [192.168.60.10-192.166.6] -

v 192.168.100.1 | =
v 8.6.8.8 | =

DNS Servers




-|D]
-|D]

Lease Time 09:10:00

dhcp2 VLAN 1 - SISWA 09:10:00
dhcp3 VLAN 2 - GURU 09:10:00

9. Selanjutnya Mengkonfigurasi HOTSPOT.

WLAN :

- IP WLAN : 192.168.20.1/24

- SSID : UKK_Nama

- Password : 12345678

- DHCP Pool : 192.168.20.10 — 192.168.20.50

- Hotspot : alamat login hotspot = portalsmk.sch.id
- Ubah tampilan halaman login hotspot sehingga minimal terdapat tampilan

tulisan:

“Selamat Datang di Hotspot PeTIK”

IP - Hotspot - Tab Server - Hotspot Setup

Lo
= Mesh

| Add New || Hotspot Setup |

= 1P

ARP

1 item

Accounting

Addresses

Address

4 Name Interface Pool

Cloud

- D @ hotspoti wlani hs-poal-6

DHCP Client

DHCP Relay

DHCP Server

DNS

Firewall

Hotspot

HotSpot Interface [wlam V]

Address Poo

Local Address of Metwork

Masquerade Network

Select Certificate [ none v]

no

no

Addresse
Per MAC

1192.168.20.1/24




DNS Servers ¥ [0.0.0.0 a

IP Address of SMTP Server 0.0.0.0 |

DNS Name portalsmk.sch.id

10. Merubah Tampilan Login Hotspot.
- Selamat Datang di Hotspot PeTIK -

Selamat Datang
di Hotspot PeTIK

11. Membuat User Profile dan User Hotspot.

Username Password Bandwidth
Kepalasekolah 123 512k
Guru 456 256k

Siswa 789 128k



Caranya :

- Hotspot - User Profiles - Add (+)

E IP ¥ I Servers ” Server Profiles ” Users l User Profiles I Active ” Hosts ” IP Bindings l

ARP

Accounting

Walled Garden ” Walled Garden IP List ” Cookies l

Service Ports

Hotspot

Addresses

Cloud ‘ Add New

DHCP Client

DHCP Relay 4 items

DHCP Server

4 Name
DNS

Firewall = * O default
’

IPsec

- Membuat 3 Users Profile

Name |gl.| ru |

Address Pool none hd

Session Timeout w

Idle Timeout - |nDnE V|
Keepalive Timeout & |{]{]:{]2:{]{J |
Status Autorefresh |{]E|:U1 200 |

Shared Users 4 |5 |

Rate Limit (n¢/tx)  « 256k |

Session
Timeout

Idle Timeout

none

Address Pool

Session Timeout

Idle Timeout

Keepalive Timeout

Status Autorefresh

Shared Users

Rate Limit (rx/tx)

Mame IEWEI
Address Pool
Session Timeout et

Idie Timeout | 4 |/none v|
Keepalive Timeout & |{]{]:{]2:{]{]
Status Autorefresh |{]{]:{]'1 100

Shared Users 4 |5
Rate Limit (n/tx) 128k

Shared Rate Limit
Users {rx/fix)

1

g

| kepalasekolah

none b

| noneg

00:02:00

00:01:00

5

512k




- selanjutnya membuat 3 user sebagai berikut

Server hotspot1

Name | kepalasekolah |

Password

Address b

MAC Address B

Profile kepalasekolah

Server

MName

Password

Address

MAC Address

Profile

Server hotspot1

Name | siswa

Password

Address B

MAC Address bl

Profile siswa
hotspot1 w
|gu ru |
guru v

- Percobaan Hotspot Menggunakan Laptop / HP :

1. menghubungkan ke WIFI yg sudah di buat

> Wi-Fi Networks
*

UKK_Lalu

MikroTik-ar

UKK - Faskal

PeTIK-Lab




2. Login ke Hotspot Dengan mengetikan pada Browser

http://portalsmk.sch.id

Kemudian Login Pake 2 Akun :

- kepalasekolah

kepalasekolah

Selamat Datang

di Hotspot PeTIK

Welcome kepalasekolah!

IP address: | 192.168.20.48
bytes up/down: | 153.6 KiB / 541.9 KiB
connected: | 21s

status refresh: | 1m

log off
Upload Download Packet Total Max
& s Targek Max Limit Max Limit Marks  Limit (bits/s)
D o = <hotspot-kepalasekolah>  192.168.20.48/32 512k 512k

Pengujian Kepala Sekolah


http://portalsmk.sch.id

- Guru

guru

Selamat Datang

di Hotspot PeTIK

Welcome guru!

IP address:
bytes up/down:

192.168.20.48
167.7 KiB / 140.1 KiB

connected: | 155
status refresh: | 1m
log off
Upload Download Packet Total Max
& - Target Max Limit Max Limit Marks  Limit (bits/s)

= <hotspot-guru> 192.168.20.48/32 256k 256k

Pengujian Guru

11. Konfigurasi Switch

Selanjutnya Saya akan memindahkan kabel router ke switch, di port4, ini
bertujuan untuk Konfigurasi Switch pada MikroTik.



“Gambar sebelah kiri ISP & sebelah kanan SWITCH”

1. Merubah identitas pada Mikrotik.

System - Identity - Switch - Faskal

,.,.‘ System ¥

Auto Upgrade

Certificates

Clock

Console

Disks

History

Apply

Identity

Switch - Faskal




2. Kemudian Saya akan membuat Interface Bridge pada MikroTik :

Bridge - Tab Bridge - Add (+) - OK

-

wireless

| Bridge || Ports | Port Extensions | VLANs | MSTIs | Port MST Overrides | Filters | NAT | Bridge

| Hosts |

W Interfaces
=. PPP
7% Bridge MDB |
1 Switch
e e — 1
o Mesh |ndd New || Settings|
25 1p O
MPLS -
_r" Routir
Systel
Aute Unc Name bridge1
Type Bridge
MTU =

Selanjutnya Pindah ke Tab PORTS, dan membuat 4 ports ,

ether1

,ether2,ether3,ether4 caranya:

Bridge - Tab ports - Add (+)

Interface : ether1
Bridge : bridge 1

Interface :ether2
Bridge : bridge1

Interface : ether3
Bridge : bridge1

Interface : ether4
bridge : bridge1

Pastikan Jika sudah Klik OK

General



4 items

Priority

# Interface Bridge Horiz... Trust... (hex) Path Cost
~-|D| |H 0 & etherl bridgel no 80 10
~-|D| H 1 & ether2 bridgel no 80 10
~-|D| |H 2 & ether3 bridgel no 80 10
~-|D| H 3 & etherd bridgel no 80 10
Interface [ ethert v] Interface [ ether2 ~'-"]
Horizon st Horizen -
Interface etherd b
Interface [ ether3 V] [ ]

Bridge Bridge

B Horizon bl
Horizon bl

3. Selanjutnya Saya mengkonfigurasi Akhir yaitu switch . caranya sebagai
berikut :

Masuk Ke tab VLAN
Switch - Tab VLAN - Add (+)
- Switch : switch1
- VLAN1:10
- Ports : ether1,ether2,ether3
- Switch : switch1
- VLAN2:20
- Ports : ether1,ether4

Jangan lupa Klik Ok atau APPLY.



2 items

4 Switch
-] D] switchl
-] D] switchl

VLAN

20
10

etherl, etherd

etherl, ether2, ether3

Jika sudah Pada menu VLAN selanjutnya ke TAB Ports pada Switch

Switch - Tab PORT - Konfigurasi pada ether1,ether2,ether3,ether4

& items

4 Name

etherl
ether2
ether3
etherd
ethers

switchl cpu

- Pengujian Hasil Konfigurasi

J Switch ” Port “ Port Isolation “ Host “ VLAN “ Rule |

Switch

switchl
switchl
switchl
switchl
switchl

switchl

Switch

VLAN Mode

secure
secure
secure
secure
disabled
disabled

VLAN
Header

add if missing
always strip
always strip
always strip
leave as is

leave as is

Default VLAN
ID

0
10
10
20
0
0

Pada Penguijian Ini, saya menggunakan 1 Komputer, punya teman saya
bernama LALU, Seperti Yang ada di bawah ini :

- Pengujian Secara UMUM

Pada VLAN 1 - SISWA dapat ip : 192.168.40.0/24
Pada VLAN 2 - GURU dapat IP : 192.168.60.0/24



Pengujian Pada

cancel |

VLAN SISWA

Wired

Details Identity

IPv4 IPv6 Security

Link speed

IPv4 Address

IPv6 Address
Hardware Address
Default Route
DMS

100 Mbys

192.168.40.254
fe80::b633:c19F:5fb: 7fbe
D8:5E:D3:1D:1D:69
192.168.40.1
192.168.100.1 8.8.8.8

Conneckt automatically

Make available to other users

M Metered connection: has data limits or canincur charges
— Software updates and other large downloads will not be started automatically.

Pengujian Pada

. Cancel |

VLAN GURU

Wired

Details Identity

IPv4 IPv6 Security

Link speed

IPv4 Address

IPv6 Address
Hardware Address
Default Route
DS

100 Mb/s

192.168.60.50
fe80:b633:c19F:5Fb:7fbc
D8:5E:D3:1D:1D:69
192.168.60.1

192.168.100.1 8.8.8.8

Connect automatically

Make available to other users

|| Metered connection: has data limits or canincur charges
— Software updates and other large downloads will not be started automatically.




Kita juga Bisa Testing dengan Cara Ping ke Masing masing Gateway

SEKIAN TRIMAKASIH



